
Common pitfalls on 
IT Disaster Recovery
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What is IT Disaster Recovery?

• Increased dependency on information technology requires more
attention regarding the information security of your IT assets. Typically,
organizations focus on control measures to ensure the Confidentiality
and Integrity of their IT assets. A third important element is the
Availability of your data. All three objectives are also known as the CIA
triad (Confidentiality, Integrity, Availability) to manage information
security.

• However, the importance of Availability is not always sufficiently
recognized by organizations. Availability refers to all technical and
organizational control measures put in place in order to ensure the
appropriate level of business continuity in case of disruptive events
(e.g., incidents, interruptions, down-time). As a result, Business
Continuity Management (BCM) needs to be organized at organization-
wide level, including crisis management and communication, business
recovery planning and IT disaster recovery.

• IT Disaster Recovery and business continuity are closely related but
they are not the same. Whereas business continuity has the purpose
to get the entire organization up and running and to continue providing
adequate services to clients and customers after a disruptive event,
the focus of IT disaster recovery is on getting your IT infrastructure and
IT operations back to full functionality.
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Why is IT Disaster Recovery (ITDR) important? 

In case of a disruptive event your organization might face a partial or
complete loss of the IT environment (network, systems, servers,
applications, databases,..) which could have a major impact on the
continuity of your critical activities. Proper investment in a disaster
recovery strategy and plan is necessary:

• To avoid financial losses: IT disruption might lead directly or
indirectly to revenue loss.

• To maintain your reputation and customer satisfaction: it’s far
more difficult to (re)build a good reputation and trust with your
customers compared to putting a DR strategy in place.

• To avoid unrecoverable data and information loss: without
testing the recovery from backups, one might risk that not all data
can be recovered in a consistent state and without errors

• To avoid long-term loss of productivity: the complete restart of
activities might rely on a successful recovery of the history and
previous data (warehouse management, webshop, …) , which
means a timely and complete recovery must be guaranteed
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10 common shortcomings on IT Disaster Recovery 

1 “IT risk assessments, including the IT BCM risk assessments, are not (periodically) performed”

IT risk assessment is the process of identifying and assessing IT risks in order to implement mitigating control measures to
properly manage the IT risks. IT risk assessments need to be performed on a periodical basis to assess the impact
and likelihood of several disruptive scenarios.

With that being said, it is important to sufficiently align the IT risks assessments with the Enterprise Risk Management
(ERM) of the organization in order to ensure an adequate translation of identified IT risks in relevant and understandable
business risks.

2 “The IT Disaster Recovery solutions are not driven by the strategic goals and objectives of our organization”

IT typically has various possible means and solutions at its disposal to recover the IT systems, depending on the nature of
the disrupting event and the characteristics of the IT environment. On-premise systems and cloud systems pose different
recovery challenges and hence require different recovery approaches and solutions. Recovery solutions rely on
organizational (contracts, people, resources, procedures) and technical (spare parts, high availability, …) elements. Budget
and time constraints (or opportunities) determine the technical solutions and the organizational solutions that can be put and
kept in place to timely recover from disruptive events.

The strategic goals and objectives of the organization must be one of the main selection criteria for the appropriate
solutions, both technical as well as organizational, to design and implement an IT disaster recovery plan.
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3 “We developed an IT Disaster Recovery plan (ITDRP) but we did not perform a business impact analysis (BIA)”

The BIA is a type of risk assessment which serves as the basis of a Business Continuity Plan (BCP) and the underpinning DRP. A
business impact analysis will help you to identify critical functions, critical applications and IT systems and to assess the impact of a
business disruption on your critical processes. This way, the enterprise can determine recovery priorities for business processes
and its supporting resources (e.g., technology, staff, equipment, third parties,..). These priorities must be incorporated in the DRP,
to successfully underpin the BCP. Priorities and recovery time objectives for information technology should be developed
during the business impact analysis.

A BIA shouldn’t always be an exhaustive exercise in the organization. Depending on the size and complexity of your organization, a
workshop might be ‘the way to go’ to efficiently execute a business impact analysis.

4 “We didn’t inventorize our hardware, software and data”

In preparation of developing IT disaster recovery strategies, organizations should identify and inventorize their hardware, software
and data. Getting a clear view on the current IT environment and infrastructure is important in identifying the possible disruptive
events, evaluating the negative impact on the organization’s operations, and identifying possible solutions to overcome or recover
form a disaster. Having a detailed insight in the IT environment is a key prerequisite in order to develop effective disaster
recovery plans.
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5 “We identified our critical activities and supporting IT systems, but we don’t have a clear view on the interdependencies
between these systems and the applications”

Identifying the interdependencies between the critical IT systems is an important step in the development of an IT disaster recovery
plan. For example, If one of your critical systems depends on the input from another system, the recovery objectives of both
systems should at least be aligned. The interdependencies of IT systems also define the order in which the systems should be
restored and brought back online. When identifying your critical applications, interdependent systems should be considered
as well.

6 “We have a high-availability disaster recovery architecture, but we are lacking a proper back-up policy”

High-availability and disaster recovery are not the same. You might have a high-availability architecture which provides the
possibility of an immediate fail-over from data center 1 (DC1) to data center 2 (DC2). Assuming both data centers are running
‘active-active’, no or very limited manual intervention will be required to ensure continuity of operations in case there is a loss of one
of the data centers.

However, in case of data corruption or a crypto-locker attack, the above solution will not be sufficient. You will need to recover back-
up data that is not corrupted or encrypted. Developing a data backup strategy begins with identifying what data to backup, selecting
and implementing hardware and software backup procedures, scheduling and conducting backups and periodically validating that
data has been accurately backed up. Data should be backed up as frequently as necessary to ensure that, if data is lost, it is
not unacceptable to the business. The business impact analysis should evaluate the potential for lost data and define the
‘recovery point objective’ (RPO).
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7 “We implemented solutions to our best effort, but we lack expertise on business continuity management and disaster
recovery”

Expertise to set-up and maintain your BCP and your DRP is one thing. You also need to communicate and inform stakeholders
on the strategy and plans that are in place.

Obviously, organizations are better prepared and a successful and timely recovery is more assured when:

•Business stakeholders have been properly informed to understand what they might expect and what (client facing, internal
operations) actions they should take DR plans;

•Decision makers for initiating the crisis management and activating the DRP;

•IT personnel is trained through regularly testing the DRP;

•Documentation and technology is kept up to date based on feedback form the exercises.

8 “We think we have adequate plans in place, but we never test them”

A plan is only as good as the test results. Therefore, a test program needs to be set up and disaster recovery plans and procedures
need to be tested regularly in order to be relied on. Moreover, testing creates awareness among stakeholders.
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9 “We have outsourced our IT to a third-party service provider; DRP is no longer our responsibility”

Although the technical and operational aspects of the DRP are performed by the IT service provider when IT has (partially)
outsourced, the impact of a disruptive event might still heavily impact the organization. Moreover, depending on the type and scope
of outsourcing, the IT service provider may rely on a notification from the organization before action will be taken.

The organization should determine how internal and external communication will be performed in case of a disruptive event. In
addition, the organization should make sure that the IT service provider will be able to deliver a recovery as expected by
the organization – within due delay and with permissible data loss.

10 “No independent reviews are performed on our IT disaster recovery solutions”

In the course of time, strategic goals and objectives might shift and business processes will change. As such, the requirements and
the expectations of the IT disaster recovery solution change accordingly. Conducting regular and objective reviews of the IT
disaster recovery plans enable compliance with business continuity ‘good practices’ and facilitate changes to the
implementation of the DRP solutions, including organizational and technical aspects, if risks should not be mitigated sufficiently.
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